Security and Transparency Subcommittee teleconference

October 11, 2005 

10:40 am

Attendees:  Karmol

                   Hastings

                   Greene

                   Wack

                   Rivest

                   Kelsey

                   Lowe

                   Purcell

Agenda:

1.  Review Threat Analysis Workshop

2. Next Scheduled Call

3. Review of TGDC Boulder Meeting

4. Discussion of VVSG (next iteration) Priorities

5. Status of VVSG comments

1. Review Threat Analysis Workshop

a. Overview

i. Ron: 

1. Thinks things went well

2. Important conclusion: we need to look at these threats in the open

ii. Wack:

iii. Nelson:

1. Pointed out articles on CNET about conference

iv. Ron again:

1. Hope for a good Threat catalog and a follow-on conference

2. Hope for prioritizing efforts based on threats

v. Wack:

1. Should we keep catalog, or should it be EAC, Brennan Ctr, or someone else?  We want to make this a living collection….

vi. Ron wants it to stay @ NIST.

vii. Wack: Someone should keep central list of problems, notify jurisdictions.  Maybe EAC.  

viii. Ron: Action Item—we should talk with Alan and Mark about what to do w.r.t. keeping these lists.

b. Question about EAC’s powers to regulate

i. Several people raised question about what EAC can do to states/vendors it thinks are doing the wrong thing.

ii. Helen: California has been affected by EAC auditing of HAVA spending.

c. Ron: Hardware verification issues

i. Wack: UI vs Counting

ii. Kelsey: Better architecture is better than trying to do this almost-impossible task of verifying what’s happening inside S/W and H/W.

2. Next Scheduled Call on October 25, 2005

a. STS teleconferences while Ron is in China (till 20 Nov 05).  

b. Who is to be chair?  Helen?  (She thinks she can call in for those.)

c. Karmol may do it, too.  

3. Review of TGDC Boulder Meeting

a. Ron:  Discussed July 2007 deadline—should we move it up closer?  Should we deliver piecemeal vs. one big finished product; resolution said we deliver in modules.

b. Wack: EAC didn’t buy into timeline; also want Independent Dual Verification stuff soon.  Flater pointed out comment about VVSG1 being written targeted at wrong audience.  Maybe somebody should write an overview white paper and FAQ about VVSG1.

c. Kelsey: Question about interpretation of comment.  Some discussion followed; widely agreed that standard can’t be written for laymen or judges.

d. Ron: What about timeline; who’s taking lead?  (Probably Barbara Guttman)

4. Discussion of VVSG (next iteration) Priorities

a. Ron: We should push forward on IDV, Open-ended testing, and open/published source and system details.  

b. Kelsey: We sent out a preliminary version a couple weeks ago.  Ron wants a more open-ended charter. We are  more inclined to specify attack steps or incremental vulnerabilities.  

c. Chris Lowe: Points out that the results of an evaluation normally get given to system owner to decide what needs to be addressed and what needs to be ignored.  

d. Ron: Early evaluation, guidelines, etc.  Big discussion about what we’re going to try to do with this.  One big advantage is to get vendors to explicitly describe what they’re doing.  

e. Broad discussion about this among Ron, Helen, Kelsey, Chris, Steve, and Nelson.

f. Discussion of IDV and open/disclosed source.

5. Status of VVSG comments

a. Ron: Are all EAC / VVSG comments posted now?  

b. Wack says no; he says there are about 4,000 comments; many vendors complained.  Ron thinks these are good things to talk about in next couple meetings.  Kennesaw State is doing some handling of these comments; possibly just tracking and categorizing.  

c. Wack and Kelsey expressed concern about NIST trying to process this enormous volume of comments…. 

Adjourned- 11:20 am.

