Security and Transparency Teleconference

10/25/05  10:30 AM
Participants: A. Eustis

J. Wack

C. Lowe

S. Green

H. Purcell

Agenda:

1. TGDC Logistical Info

2. Review of NIST Meeting with EAC

3. Review of GAO Report
4. Review of Threat Analysis Workshop

5. Review of Progress of University of Maryland Vote Verification Study
6. Plans for Next Teleconference

1. TGDC Logistical Info
Audio recording files of the Threat Analysis Workshop have been posted to: http://vote.nist.gov/threats/audio.htm . The audio quality of the files will be improved and posted as they are completed.
2.NIST Staff Meeting with EAC

NIST has been asked by the EAC to assist with review of the approximately 2,000 public comments to the VVSG. NIST will initially look at comments at a high level, grouping them by general themes and issues. They groupings will be sent to the EAC for initial review. The comments will then be addressed individually. We estimate this to be a two month process. NIST is inviting the TGDC subcommittee chairs to participate. Purcell suggested final review by the Standards and Advisory Boards. This decision would need to be made by the EAC.
General themes for comments include: Personal Assistive technology, privacy, paper, bar codes etc.

EAC wants completion of comment resolution by the end of 2005. Then Kennesaw State needs to address the issue of re-formatting the VVSG to make it more accessible.
3. Review of GAO Report
The GAO Report is accessible at: http://www.gao.gov/new.items/d05956.pdf
J. Wack reviewed the five recommendations in the GAO report’s conclusion. Four involve the EAC and NIST. They include using the NSRL for escrowing voting software. The report recommended that the EAC set up a process for sharing vulnerabilities.
4. Review of Threat Analysis Workshop

Eustis/Wack will shortly discuss a follow up to the Workshop including a written report.
Approximately 140-150 attendees came from all sectors of the election community. There was general agreement that more work needs to be accomplished including, perhaps, follow on workshops with other groups including local election officials. There was additional agreement that we need to determine which threats can be mitigated by proper procedures. 
5. University of Maryland Vote Verification Study
C Lowe and S. Green reviewed progress so far in NIST’s interactions with University of Maryland. So far, no vendor has donated equipment to the University for the study. Much of the equipment demo’d by vendors has been in the development mode. (No involvement by ESS or Sequoia.) Vendors selected by Maryland State Board of Elections include Scytl, Ted Selker, Democracy Systems, VoteHere, and Diebold.
NIST is in advisory role and could assist Maryland as it sets up its testing laboratory. University of Maryland needs to work with the vendors to obtain equipment to evaluate. Documentation and source code have been provided to the University by most vendors under established NDA’s.
See http://www.umbc.edu/mipar/research.html for further information about this study.
6. Plans for Next Teleconference
STS participants made a decision to cancel the November 10, 2005 10:30 am STS teleconference due to scheduling issues for many of the participants. So the next STS teleconference will be: November 22, 2005 at 10:30 AM EST.
