STS  Subcommittee Teleconference
December 8, 2005 

10:30 AM

Participants: Allan Eustis, Ron Rivest, Helen Purcell, Stephen Green, Sharon Laskowski, John Wack, Nelson Hastings

Agenda

1. Timeline for VVSG2

2.  VVSG1 Comments

3. Threat Analysis

4. Open Ended testing

5. Other Items

6. Next STS Telecon: December 20, 2005 10:30 EST
1. Timeline for VVSG2

AE reported that the EAC had accepted the timeline presented at the Boulder TGDC meeting for delivery of elements of the next VVSG. (AE will send out a copy of that timeline). The final deliverable for this timeline is a complete VVSG- next generation July 2007.  There are numerous intermediate deadlines for delivery of “chunks” of the next VVSG.
NH reviewed the STS deadlines for various documents. (He will send out a copy of the timetable to the STS subcommittee). Various STS documents (Access Control IDV, System Auditing, etc.) are due in January 2006, April 2006, July 2006 October 2006 and January 2007. 
RR inquired on the schedule for future TGDC meetings. AE indicated that the charter called for three meetings per year. The charter expires in June 2006 but will likely be renewed. TGDC review of Deliverable VVSG “chunks” will influence future meeting dates. We will discuss a meeting strategy at the March TGDC meeting.
JW indicated that we needed to meet with the EAC to determine how the Commissioners will implement the VVSG chunking strategy. How will the sections be inserted in the VVSG? Is there public review? When will the new portions of the VVSG become effective?  How will you map the new document into the old document? All these questions need answers as the lab certification program is dependent on resolution of these issues.
2. VVSG Public Comments

AE mentioned that the 12/13 EAC meeting has on its agenda to “consider the 
adoption of the proposed Voluntary Voting System Guidelines.” 
JW pointed out the final VVSG document will likely not be available at the end of the December 13, 2005 meeting. There are changes and edits that need to be completed before the document is publicly available. It may be a few weeks after the meeting before the final document is completed. EAC is restructuring and reformatting the document to be more readable. It is difficult to say what it will look like.
AE, SL, JW, and NH discussed VVSG issues related to public comment resolution process. Issues include non-written languages, read only port, IDV records and voter privacy related to paper records stored sequentially.
SL noted that the flattening of requirements sometimes introduces error as an unintended consequence. SL will send out an e-mail to STS with respect to EAC requirements for Alternative Language Voting Systems. 

JW will testify at EAC public meeting on 12/13. He will note large number of public comments that will be carried over to the next VVSG. JW will take notes at the meeting and provide a report to STS on meeting outcome. We do not know if meeting will be webcast. If so, we will notify TGDC members.

3. Threat Analysis

NIST has just met with representatives of the Brennan Center as a follow on to the October Workshop in Gaithersburg. The Brennan Center will write a paper on Threat Analyses that will be contributed to NIST and made public.  The Brennan Center approach to threat analysis is more quantitatively oriented than the approach by Alvarez et al. (RR will research the Cal tech MIT/Utah threat survey).
4. Open Ended Testing

Kelsey and Green have written a draft paper on open ended testing at a high level. Eventually the paper should be guidance for developing testable requirements.  SG will send an early copy to RR for his review and assistance.  A more complete draft will be available to STS before the next conference call.

JW reviewed David Chaum’s proposal for a Voting System Performance Rating. Currently testing labs devise their own tests. Question arose whether NIST could do a “straw man” for tests for requirements at a high level. Perhaps this should be put forward to ACCURATE group as a task for them?
Currently NIST has no funding for testing. Chaum suggested a workshop. AE and RR  pointed out that developing test materials goes beyond the current scope of work for NIST of standards development.

JW noted that in fact how systems will be tested is a big issues especially in light of the new standards.
5. Other Items

Discussion of North Carolina/Diebold source code review disagreements. 

HP reported on National Association of Counties meeting. EAC Chairman Hillman attended. County voting officials had numerous questions on the disposition of HAVA money by the states. 

6. Next  STS Teleconference

December 20, 2005 10:30 EST

The meeting adjourned at 11:35 am EST.

