STS Teleconference

November 22, 2005

Attendees:  Allan Eustis, David Flater, Steve Green, Nelson Hastings, Wendy Havens, 

                   Dave Karmol, Sharon Laskowski, Helen Purcell, Ron Rivest, John Wack

Agenda:
1. Update on Public Comments to Voluntary Voting System Guidelines (VVSG)

2. Open- Ended Testing

3. Other Items

4. Next Meeting

Meeting starts at 10:33

AE- Follow up on Threat Analysis Workshop: Comments and Threat Papers are still being accepted. Workshop Panel discussions (mp3 files) are available for public listening at: http://vote.nist.gov/threats/audio.htm; Written proceedings to follow.
RR-is welcomed back from his trip to China for 5 weeks; Hopes that teleconference will update him on progress (to get updated on back issues) such as the VVSG public comments; testing and validation, etc.
JW & NH- talk about public comments to VVSG ; between 1,500 – 2,000 unique security comments; 2,000 comments demanded VVPAT; Even unique (security) comments had redundancies; the unique total was actually  under 1,000; EAC Contractor, Kennesaw State (KSU)  is attempting to complete the comment database;  90% of  security comments  addressed by JW & NH were “simple fixes”, such as grammar and the “shall-should” issue; About a 100 comments would fall under “difficult”; issues (e.g. privacy, storing paper records, identification.). Primary Security issue memos (with alternatives) addressed to EAC from Security working group for resolution of policy issues.  After EAC Commissioner ruling, requirement will be modified as necessary.

Under contract by the EAC, KSU is working on re-formatting the document – NIST will keep an eye on this; Still a fair amount of work to do to reach closure. 
RR- Sub-committee input? ; EAC to make final decision; NIST to consult TGDC members about specific matters (Human Factors, Security, Testing) as necessary. 
NH- Regarding difficult public comment issues (about 100 comments total): four to five comments (possibly from vendors) on the read-only interface. Comments suggested changing shall to a “should”; Concern over impact on architecture of the voting system. 

  EAC will move the IDV requirements from the appendix to VVSG Chapter 6 (main document) as in original VVSG; VVPAT requirements header changed in title to “IDV requirements”.
NH- VVSG glossary public comments: Discussion of maybe changing IDV to IV which prompted discussion from RR about the acronym issue. Need to clarify distinctions in use of acronyms (direct, indirect etc.) here.
Public comments regarding need for communication channels to be more secure (this was also a recommendation memo to EAC from NIST) ; Types of data (official/unofficial) transmitted results; RR agrees with NH that all security channels need to be secured irrespective of type of data. 
DF noted that at Boulder TGDC, Craft pointed out that distinction between official/unofficial is outside the voting system.
Discussion ensued on use of official and unofficial terminology in 2002 VSS. DF noted that “official” in 2002 VSS telecommunication section increased scope. 
JW noted lack of crypto section in 2002 VSS. 

RR: Need to take a broader view to include key management. 

RR: need to be careful how you define “communication channel” (wireless, laser etc.): -Need to articulate channel. Some “channels” suggest encryption but this can be misconstrued.  (Encryption does not imply authentication). What you want to emphasize is authentication. Disentangle where possible. (Perhaps this subject can be elaborated in a white paper).  Digital signatures discussed – re: old hardware…vendors should be encouraged to upgrade.

JW discussed issue of preserving electronic record as well as paper record to maintain correspondence when voter “spoils” original ballot. This should be a simple software change. EAC disagrees with NIST recommendation. “Shall” was changed to a “should”.
(Paper records were kept as a shall. Electronic records were changed to a “should”). 
EAC Commissioner Deadline of Dec. 15th 2005 for final VVSG document approval vote; this is an ambitious goal.
Kennesaw State is doing a reformatting of VVSG that gives NIST some concern. NIST will keep tabs on document structure.
NH noted that time spent by NIST team on public comment resolution will impact deadline for future VVSG updates. AE noted that Skall has asked EAC’s Wilkey to approve outline time table for deliverables as per Boulder TGDC resolution; TGDC to be notified of EAC timetable decision which should come shortly.

NH discussed open ended testing document. Need to define audience (vendors, election community, etc. )

RR suggested a broader awareness document that sets the stage to raise the security bar. Determine questions that need to be answered. Need to frame decision making process. What is investment required? This provides planning information for EAC decisions. Cost analysis is important. What is security goal? What is level of expertise and type of expertise needed? Paper should deal with every voting system. Keep it at a high level.
 NH noted that the ball is in NIST’s court to complete the next iteration of a draft of this white paper. 
Next  STS teleconference will be December 89, 2005 at 10:30 am.
Meeting Adjourned at 11:35 am.
