= Recommended FIPS cyber security
guidelines

Security Control

E-Voting Risks

NIST Documents and Standards

Access Control

- Unauthorized Modifications to Voting System
- Preventing Access by Authorized Individuals

- Unauthorized Access to Vote Data

- Unauthorized access to security-relevant data

FIPS 190, FIPS 196,

Assurance

- Unauthorized Modifications to Voting System
- Modifying the recording of a vote

- Preventing the recording of a vote

- Denial of Service During or After Election

FIPS 140-2, Common Criteria, SP 800-37,

SP 800-53,

Integrity

- Adding data for a vote not cast by a registered user
- Adding duplicate votes

- Modifying calculated vote totals

- Modifying vote tallies in transit

FIPS 180-2, FIPS 186-2, FIPS 198

Auditing

- Altering e-voting system audit trails
- Modifying the recording of a vote
- Preventing the recording of a vote

SP 800-12, SP 800-14

Confidentiality

- Unauthorized disclosure of voting data, e-voting
system configuration information, audit data etc.

FIPS 46-3,FIPS 197,

SP 800-17,
SP 800-20,
SP 800-38A



http://csrc.nist.gov/publications/fips/fips46-3/fips46-3.pdf
http://csrc.nist.gov/publications/nistpubs/800-17/800-17.pdf
http://csrc.nist.gov/publications/nistpubs/800-20/800-20.pdf
http://csrc.nist.gov/publications/nistpubs/800-38a/sp800-38a.pdf
http://csrc.nist.gov/publications/nistpubs/800-12/
http://csrc.nist.gov/publications/nistpubs/800-14/800-14.pdf
http://csrc.nist.gov/publications/fips/fips180-2/FIPS180-2_changenotice.pdf
http://csrc.nist.gov/publications/fips/fips186-2/fips186-2-change1.pdf
http://csrc.nist.gov/publications/fips/fips198/fips-198a.pdf
http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf
http://csrc.nist.gov/cc/
http://csrc.nist.gov/publications/drafts/SP800-37-finaldraft.pdf
http://csrc.nist.gov/publications/drafts/draft-SP800-53.pdf
http://csrc.nist.gov/publications/fips/fips190/fip190.txt
http://csrc.nist.gov/publications/fips/fips196/fips196.pdf

	

