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VVSG Tutorial
Security Requirements Part 1*
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[NARRATOR]: This is Part 1 of the Security Training Modules for the next Voluntary Voting System Guidelines Document currently under public review. This and subsequent security training modules are presented by Dr. Nelson Hastings and Barbara Guttman of NIST’s Information Technology Laboratory.
   
These modules present an overview of the VVSG security material and include questions and answers from the members of the Election Assistance Commission’s Board of Advisors and Standards Board. 
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Certain commercial entities, equipment, or materials may be identified in this presentation in order to describe an experimental procedure or concept adequately. Such identification is not intended to imply recommendation or endorsement by the National Institute of Standards and Technology, nor is it intended to imply that the entities, materials, or equipment are necessarily the best available for the purpose. 
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[MR. HASTINGS:] So, the first presentation is Part 1, Computer Security Basics. 
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   On the agenda slide here, it says what we are going to do today. We are going to talk a little bit about the purpose, talk about the different types of security controls that the computer security community thinks about; discuss the concept of defense in depth; and then go into a little bit more detail in access control basics, cryptography basics, and audit trail basics. 
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The purpose of doing this, as I said before, is to give some needed background in the terminology, so you better understand the security requirements in the guidelines and to provide some context for why certain requirements were added to the guidelines. 
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On the slide entitled Types of Security Controls, security is really an interaction of three different things: policy and guidance that is given, kind of at a management level; operational controls, those are the controls that are performed by people; and then technical controls, which are controls in the system that are performed by the system itself. The voting equipment requirements are about technical controls and technical components that can be used to enable operational controls. 
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The second slide entitled Types of Security Controls: The requirements for the security controls came out of general technical security controls based on the NIST publication for recommended controls for federal information systems, as well as looking at the specific needs of voting systems themselves. 
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And here is a list of the technical security controls that are covered in the guidelines. We have audit controls, electronic records, independent voter-verifiable records, cryptography, setup inspection, software installation, access control, system integrity management, communication security, system event logging, and physical security. [Slide 9]  

   
So, one of the concepts that we wanted to talk about is the concept of defense in depth. And basically it’s a strategy of using multiple layers of security controls placed on a system so that if an attacker breaches one of those controls, he doesn’t automatically get to the goal of his break. 
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   So, I was thinking what kind of an example could be given on demonstrating what is defense in depth. I thought, well, what about executing a program on a computer. So, one of the things that you might have to do is first gain physical access to that computer before you can actually start executing a given program. So that would be one control.

Then, once you get to the computer, you may have to actually identify yourself and authenticate who you are to that system. The next control would be, so now that the system knows that it’s me, Nelson Hastings, do I actually have permissions to actually execute that program on that system. And then, a final layer could be to verify that the program that I’ve actually asked to execute is truly, hasn’t been altered from the time it had been installed on the system. So, as you can see, it’s different hurdles they have to go on, it’s not just one security mechanism holding the security together here. 
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Access control: The guidelines focus on logical access control and the technical aspects of the physical access controls of voting equipment. There are really three elements to access control: being able to identify, distinguishing between different users or different people on the systems; authenticating, proving who you are after you’ve identified who you claim to be; and then authorization, knowing that it’s me, do I actually have the permission to use a resource or execute a program. 
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Ways that someone could identify you: you could do it by identity, by name, like Joe, Mr. Smith, John Smith, or you could identify somebody by a role. He’s a banker. He’s a loan officer. He’s a teller. Or you can actually combine those types of identifications- Joe the banker, Smith the teller. So you can mix and match those types of identification. [Slide 12]
    
Authentication is about the method used to prove who a user is, who they claim to be. And there are three different ways of doing authentication. You have something that you know, such as a password or a pin number. And each of these things has their own pros and cons. You can have something that you have physically, such as a key or such as a smart card. Or, you could do authentication based on something that you are: your fingerprint, your iris. And in general, as I went through those, something you know is usually considered less secure or less strong, I should say, than using something that you have or using something that you are. So that’s kind of the ordering in terms of strength, if you will, of an authentication mechanism.
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In the guidelines, we talk about multifactor authentication. And really, all multifactor authentication is, is using one or more of the methods that I mentioned previously to do your authentication. And it’s generally accepted that the more factors that you use, the stronger the authentication is as well. An example of two-factor authentication may be using something that you have, such as a smart card with a biometric to unlock that smart card, so something that you have and something that you are.
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Authorization deals with, really, permissions to use a given resource. And you can do authorization in several different ways.  One, you could do it based on identification, whether it’s identity-based or role-based or a combination of the two. You could do it by location. If I’m locally on the system at the keyboard of the system, I might be able to do certain things that if I telnetted into the system, I wouldn’t be allowed to do. And then you can also do it on time-based; I can only do something in the evenings between five and six o’clock or something like that. There are different ways that you can limit authorization or use to a resource. 
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[Narrator]: Additional explanatory presentations on the voluntary voting system guidelines can be accessed from the Web site: vote.nist.gov.
* Certain commercial entities, equipment, or materials may be identified in this presentation in order to describe an experimental procedure or concept adequately.  Such identification is not intended to imply recommendation or endorsement by the National Institute of Standards and Technology, nor is it intended to imply that the entities, materials, or equipment are necessarily the best available for the purpose.
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